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The Vast Vulnerabilities of Shipping 
The Transportation & Logistics industry operates in a largely self-regulated environment, 
with little to no consistency in documentation or process. The increased security risks 
that result, not only for those in the industry, but also society as a whole, is a looming 
threat that cannot afford to be ignored. Shipping documents, including packing slips, 
waybills, bills of lading and proofs of delivery, are highly vulnerable to counterfeiting 
and fraud, leading to increased costs of delivery, reduced customer satisfaction and 
increased risk and liability. 

Problems can come from anywhere – land, air and most especially, sea – and run the 
gamut from illegal goods and customs fraud to terrorism and smuggling. For the 
transportation and logistics industry, this is a problem without boundaries, where 
today’s delivery can turn into tomorrow’s nightmare in the blink of an eye.

Handle with Care
Post 9/11, the movement to lock down international shipping and secure ports has 
led to new measures like the Customs-Trade Partnership Against Terrorism (C-
TPAT) certification program and the Transportation Worker Identification Creden-
tial (TWIC). Along with maritime certificates and other documents that cover 
employment and cargo movement within shipping yards, these certifications leave 
numerous security holes – especially in the production of interim/temporary licenses. 
While documentation can be a cost-effective and highly visual deterrent to criminal 
activity, its vulnerabilities are unacceptable to both companies’ bottom lines – and to  
a government trying to protect its citizens.

Only 5% of the more than   
7 million shipboard containers 
that enter the United States each 
year are inspected.

73% of defrauded  
logistics companies 
named asset misappropriation as 
the way they were victimized. 

“�Nearly half (45%) of organi-
zations in the Transportation 
& Logistics industry report 
having experienced fraud over 
the past two years, and the 
actual incidence of fraud may 
be even higher, as detection 
can be difficult.”

- PricewaterhouseCoopers

AuthentiGuard Prism™
A verification feature that embeds 
hidden words or images that are only 
revealed with an authenticating lens. 

Pantograph 4000™
An anti-copy, anti-scan feature that  
reveals hidden words or designs 
�when the document is photocopied � 
or scanned.
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The Solution 
AuthentiGuard On-Demand™ is a sophisticated,  
anti-counterfeiting security printing technology that can help  
close the gaps that certifications, shipping documents and 
other printed materials leave open in the transportation  
and logistics industry. With low startup and operating costs  
derived from its ability to utilize standard desktop and  
commercial printers, the solution allows the dynamic delivery 
of comprehensive protection to highly sensitive documents  
and other vital records. 

AuthentiGuard On-Demand can be configured with 
a number of print security technologies, including: 

•

•
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Your Modes of Transportation,  
Our Modes of Protection
AuthentiGuard On-Demand provides security that travels 
wherever your cargo does. Printed materials created using 
AuthentiGuard On-Demand are able to be verified by  
anyone in the process, from the shipper to the receiver  
and every handler in between, creating a virtual security  
network — even in the unregulated, open systems that exist 
today. AuthentiGuard On-Demand can also be used to 
provide a strong visual deterrent layer to existing covert  
approaches like radiation detection and RFID, without  
the need for large capital outlays for production and  
authentication equipment.  

Certified Security
AuthentiGuard On-Demand is applicable to many types of 
sensitive documents throughout transportation & logistics, 
including: 

Certifications
Maritime certificates, C-TPAT and other international and 
domestic programs for the transportation of goods lack a 
secure method for issuing interim or temporary certificates. 
AuthentiGuard On-Demand provides simple security  
that comprehensively protects workers and their employers 
during this vulnerable period.

Licenses & Identification
Hazardous material licenses, driver identifications and 
other credentials can be routinely counterfeited, contrib-
uting to fraud. AuthentiGuard On-Demand covers the 
credentialing process, from application to temporary IDs 
and final papers. 
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Shipping Documents
From packing slips and bills of lading, to ‘consists’ and 
proofs of delivery, shipping documents are woefully  
under-protected. AuthentiGuard On-Demand allows  
companies to protect their own customized forms,  
ensuring easy tracking and accountability. 

Delivering Benefits
By securing official and sensitive documents from desktop 
printers and digital presses, AuthentiGuard On-Demand 
delivers protection that goes beyond print. Transportation  
& logistics organizations can experience powerful benefits, 
such as:

• More secure port processes
• Mitigated business risk for water cargo transport
• Easy transmission of security features for mass issuance 
• Proactive compliance to growing regulatory pressures
• �Foundational technology can be integrated into layered security 
• Customization to specific process requirements

Powerful Solution Features
• Patented anti-scan, anti-copy protection
• Inter-modal solution transfers easily between electronic and print
• Strong covert and visual deterrent
• Simple means of authentication and verification
• Layers easily onto existing security solutions
• Integrates with existing processes / non-disruptive
• Low cost of deployment
• Universal desktop and printer support, delivered on-demand

About AuthentiGuard On-Demand
AuthentiGuard On-Demand is a secure print technology developed jointly  
by Document Security Systems (DSS), a world leader in the development  
and implementation of anti-counterfeiting optical deterrent technologies, 
and The Ergonomic Group (EGI), a comprehensive technology solutions 
provider with deep information security expertise. AuthentiGuard  
On-Demand can be used as part of a layered security initiative, or on  
its own to help mitigate corporate risk and deter fraudulent activity. 
Learn more at Authenticate-360.com
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