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SOLUTION FOCUS
REAL ESTATE APPRAISALS

Mortgage fraud is estimated to
have cost U.S. businesses
nearly $48 billion and
consumers about $5 billion in

the past 5 years, according

to a study by the FTC.

More than 8,000 appraisers —
roughly 10% of the industry —
have signed a petition asking
the federal government
to take action.

“The cumulative effect of
appraisal fraud is you may
have investors holding
mortgage debt that’s backed
by real estate worth less than
they think it is. It’s a train
wreck waiting to happen.”

- Thomas Martin
National Mortgage Complaint Center

The Solution

and other vital records.

AuthentiGuard On-Demand™ is a sophisticated, anti-counterfeiting
security printing technology that can help close the security gaps
within traditional real estate appraisal documents. With low startup
and operating costs derived from its ability to utilize standard

delivery of comprehensive protection to highly sensitive documents

AuthentiGuard On-Demand can be configured with a
number of print security technologies, including:

The Risks of Appraisal Fraud

The real estate and mortgage industry is rife with fraud and other criminal activity,
due in no small part to significant vulnerabilities in its core documents and processes.
Despite the efforts of governing bodies like the NAR and the Appraisal Institute,
real estate struggles with numerous transaction-related security holes that are
complicated by a largely unregulated system that values process speed over anything
else. At the forefront are appraisals: key documents in mortgage approvals, and
potential gateways to fraud.

Inflations in property appraisals have a dramatic effect on individual mortgages
and closing costs, and may have a broad impact on economies that are closely tied
to the housing market. Homeowners who receive such upside-down mortgages and
are forced to sell for less than their current mortgage total can lose money on their

investments, often resulting in bankruptcies and forfeitures.

Mortgaging the Future

Besides the financial solvency of individual borrowers, the reputation of individual
appraisal organizations is also at great risk, even with the strict standards of
professionalism by which most abide. Though the pressure from brokers and lenders
to inflate assigned property values continues to grow, even one fraudulent or inflated
appraisal can sink an appraiser’s reputation in the eyes of lenders and consumers,
and force unwanted attention from law enforcement. Appraisers lack an economical
method to easily protect their documents from tampering, thus leaving the door

open to fraud and counterfeiting.

AuthentiGuard Prism™

A verification feature that embeds
hidden words or images that are only
revealed with an authenticating lens.

desktop and commercial printers, the solution allows the dynamic

Pantograph 4000™

An anti-copy, anti-scan feature that
reveals hidden words or designs
when the document is photocopied
or scanned.
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Assessing the Value
of Secure Documentation

Through its patented technologies, AuthentiGuard
On-Demand allows appraisers to easily generate secure
appraisals that can be verified by anyone in the mortgage
process. This helps ensure the authenticity of the documents
and the information they contain, effectively preventing
alterations during the appraisal’s long journey. Unlike other
methods that rely on seals, special papers and complex
electronic verification technology, AuthentiGuard
On-Demand utilizes only standard printers, papers and
inks. Authentication is equally simple and affordable,
resulting in a virtual network of protection among all

the stakeholders in real estate transactions.

Protect the Integrity of Your
Appraisals — and Your Business

While criminal behavior contributes greatly to real estate
fraud, unprotected printed materials pose a real threat

to an appraiser’s reputation. With AuthentiGuard
On-Demand, appraisers can easily ensure the authenticity
of their appraisal documents and greatly enhance

fraud protection by:

ENSURING appraisals are never altered through the encoding
of all relevant information, including the value of property,
name of the appraiser and date of appraisal.

PREVENTING corporate “identity theft” by dynamically
watermarking appraisals with logos or other visual marks

of the business.

SECURING appraisals that rely on handwritten signatures,

which subject the documents to risk of counterfeiting.

About AuthentiGuard On-Demand

AuthentiGuard On-Demand is a secure print technology developed jointly

Powerful Solution Features

e Patented anti-scan, anti-copy protection

* Inter-modal solution transfers easily between electronic and print
® Strong covert and visual deterrent

e Simple means of authentication and verification

® Layers easily onto existing security solutions

* Integrates with existing processes / non-disruptive

* Low cost of deployment

* Universal desktop and printer support, delivered on-demand

Securing More than Market Value

By securing real estate appraisals and other sensitive documents
from desktop printers, AuthentiGuard On-Demand offers
protection that can add assurance to the often-chaotic closing

procedures of real estate transactions. Benefits include:

e Strong visual deterrent to criminal intent
* Mitigated risk now and in future litigation
e Efficient transmission of security features for printing anywhere
e Easy to implement and non-disruptive to existing infrastructure
¢ Foundational technology that can be integrated into

layered security
e Customizable to specific process requirements
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Washington DC

by Document Security Systems (DSS), a world leader in the development
and implementation of anti-counterfeiting optical deterrent technologies,
and The Ergonomic Group (EGI), a comprehensive technology solutions
provider with deep information security expertise. AuthentiGuard
On-Demand can be used as part of a layered security initiative, or on
its own to help mitigate corporate risk and deter fraudulent activity.

Learn more at Authenticate-360.com
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