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Drug Counterfeiting – A Lethal Disease 
The powerful forces that impact pharmaceuticals transcend those of any other industry: the 
opportunity to improve the health and well-being of consumers; the financial incentive to 
successfully discover new solutions to health challenges; and the moral imperative to thwart 
unscrupulous activities intended to capitalize on this market through various forms of fraud.

Recent reports from WHO estimate counterfeit drug sales at $40 billion in 2006. Deaths 
resulting from counterfeit drugs are estimated to range from tens of thousands to 200,000.
Lawsuits and government prosecution continue to mount. Counterfeit products can destroy 
brand equity and dilute profits, as well as compromise drug effectiveness or immunity, across 
large populations. The pharmaceutical industry is particularly vulnerable to fraud because: 

• High value / low cost products are attractive to counterfeiters
• �The lack of integrated global regulation and enforcement reduces the incentive to  

secure the process
• �Competitive forces create pressure to speed time-to-market, increasing criminal  

motivation — 75% of drug developers said they had witnessed research fraud

Turning Back the Tide
The pharmaceutical industry has taken measures to secure its products against counterfeiting 
through the use of “track and trace” technologies like RFID and taggants, but they are  
complex and costly to implement and are only verifiable at the high end of the value chain.  
By utilizing solutions that offer easy authentication all the way down to the consumer,  
the industry can enlist more participants in the fight against counterfeiting.

Over 50% of medicine 
purchases from Internet sites 
that conceal their address are 
believed to be counterfeit. 

In 2006, officials in the UK 
seized £500,000 worth 
of counterfeit packets  
of a popular flu medicine.

“We are concerned that the 
U.S. drug supply is  
increasingly vulnerable to  
a variety of increasingly  
sophisticated threats.”

- FDA Counterfeit Drug Task 

Force Report: 2006 Update

AuthentiGuard Prism™
A verification feature that embeds 
hidden words or images that are only 
revealed with an authenticating lens. 

Pantograph 4000™
An anti-copy, anti-scan feature that  
reveals hidden words or designs 
�when the document is photocopied � 
or scanned.

..
..

..
..

..
..

..
..

..
..

..
..

..
..

..
..

..
..

..
..

..
..

..
..

..
..

..
..

..
..

..
..

..
..

..
..

..
..

.

Industries

Mf Genuine 
Parts

Gov Public 
Sector

Financial 
Services

PharmaTransportationGov Defense

Legal

Pharma Drug 
Pedigree

BankingRetail Real Estate

The Solution 
AuthentiGuard On-Demand™ is a sophisticated,  
anti-counterfeiting security printing technology that directly 
addresses the security gaps and risks of fraud at many levels 
within the pharmaceutical industry. Able to be produced at 
anytime on standard desktop and commercial printers, the 
solution allows the dynamic delivery of comprehensive protection 
to printed pharmaceutical documents and vitalr records. 

AuthentiGuard On-Demand can be configured with a 
number of print security technologies, including:

•

•



Powerful Solution Features
• Patented anti-scan, anti-copy protection
• Inter-modal solution transfers easily between electronic and print
• Strong covert and visual deterrent
• Simple means of authentication and verification
• Layers easily onto existing security solutions
• Integrates with existing processes / non-disruptive
• Low cost of deployment
• Universal desktop and printer support, delivered on-demand
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A Prescription for Security
AuthentiGuard On-Demand allows anyone in the value 
chain, from R&D to the pharmacy, as well as every distribu-
tor or wholesaler in between, to verify the authenticity of 
pharmaceutical documents and products. This supports the 
development of a virtual security network that combines 
high cost, covert methods like taggants and RFID with the 
overt authentication and visual deterrent that print security 
offers. Plus, because AuthentiGuard On-Demand utilizes 
standard printers, papers and inks, it can be easily integrated 
with existing production and business environments. 

Key Pharmaceutical Applications 
Drug Distribution Pedigrees
Pedigrees are required by the Prescription Drug Marketing 
Act to document the chain of pharmaceutical custody. 
Businesses may face grave risks and vulnerabilities around 
the introduction of counterfeit drugs wherever the pedigree 
is used in print form — between wholesalers, at the point of 
retail sale, or medical dispensing facilities.

Drug Packaging
The relative ease and expanding sophistication of creating 
counterfeit packaging necessitates additional layers of 
security and authentication. AuthentiGuard On-Demand 
enables the authentication of packaging, down to the 
endpoints of the value chain.

Clinical Research Organization (CRO)  
& Clinical Investigator Documents 
Clinical Research Organizations handle sensitive  
documents such as clinical study guidelines and investigator 
brochures. Fraudulent use or duplication puts intellectual 
property and profits at risk. Case Report Forms (CRFs)  
and patient results, while increasingly electronic, are often 
printed documents, subject to falsification.
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Internal Documents In Drug Development
Study protocols, research and development documents, 
project progress documentation and trial results are some of 
the internal documents that drug developers must protect 
from fraudulent use.

Batch Documentation / Reports
In the manufacturing of pharmaceuticals, documentation of 
processes and batch test results are a key part of quality 
control and compliance and must be protected from 
alteration or unauthorized duplication. 

A Formula for Success  
Adding layers of authentication to your pharmaceutical 
documents and packaging can be seamless, and yield potent 
results such as:

• Mitigated business risk
• Protection of reputation, brand and profits
• Protection of consumers from risk of counterfeit drugs 
• Compliance with PDMA and FDA regulatory requirements
• Legal documentation in cases where fraud is discovered

About AuthentiGuard On-Demand
AuthentiGuard On-Demand is a secure print technology developed jointly  
by Document Security Systems (DSS), a world leader in the development  
and implementation of anti-counterfeiting optical deterrent technologies, 
and The Ergonomic Group (EGI), a comprehensive technology solutions 
provider with deep information security expertise. AuthentiGuard  
On-Demand can be used as part of a layered security initiative, or on  
its own to help mitigate corporate risk and deter fraudulent activity. 
Learn more at Authenticate-360.com
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