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THE PHARMACEUTICAL PEDIGREE

World Health Organization
research found that

25% of all medicines
in leastdeveloped countries
are counterfeit.

$28 million worth

of a counterfeit drug used in
anemia and cancer treatment
was recently sold to
wholesalers nationwide.

“We have witnessed an
increase in counterfeiting
activities and a more
sophisticated ability to
introduce finished dosage
form counterfeits into
legitimate drug distribution

channels over the years.”

- FDA Counterfeit Drug Task
Force Report — 2006 Update

The Solution

AuthentiGuard On-Demand™ is a sophisticated, anti-counterfeiting
security printing technology that directly addresses the security gaps

and risks of forgery to which printed pedigrees are vulnerable within
the pharmaceutical industry. With low startup and operating costs

printers, the solution allows the dynamic delivery of comprehensive
protection to highly sensitive documents and other vital records.

AuthentiGuard On-Demand can be configured with a
number of print security technologies, including: or scanned.

Tracking Down Pharmaceutical Fraud

Pharmaceutical counterfeiting has reached epidemic proportions — threatening
legitimate drug manufacturers and posing grave risks to the consumers of these
products. The Center of Medicines in the Public Interest predicts the global market
for counterfeit drugs will reach $75 billion by 2010.

While Congress and the FDA have taken actions to protect the marketplace and
consumers from this growing danger, significant gaps in security practices continue
to invite fraud. One such vulnerability exists in the use of “pedigrees,” mandatory
documents which are described as statements of origin that identify each prior sale,
purchase or trade of a drug. The Prescription Drug Marketing Act (PDMA)
stipulates clear requirements for the data that pedigrees must contain — however,
as with the drugs themselves, there is a high risk of forgery in pedigree documents.
One recent case in New Jersey involved the creation of fraudulent pedigrees and
sale of $7.3 million worth of a stolen AIDS treatment product. If the pedigree

is not verifiable, its value is greatly reduced, if not completely voided.

Combating a New Strain of Criminality

While the FDA is hopeful that electronic pedigrees (“e-pedigrees”) will become

the de facto standard, such adoption is not occurring fast enough, nor does it close
all counterfeiting loopholes. Therefore, wholesalers must continue to deal with

paper pedigrees — and the risks they pose — for the foreseeable future.
Pharmaceutical businesses must find ways of ensuring protection of printed materials
like the pedigree from fraud and its consequences. How can you mitigate such

business risk, and stay ahead of tightening regulatory demands?

AuthentiGuard Prism™

A verification feature that embeds
hidden words or images that are only
revealed with an authenticating lens.

derived from its ability to utilize standard desktop and commercial

Pantograph 4000™

An anti-copy, anti-scan feature that
reveals hidden words or designs
when the document is photocopied
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Securing Every Piece of Pedigrees -

Because the FDA does not require any specific
authentication or verification methods be used, drug
pedigrees are highly vulnerable to falsification. The need
for layered security in the drug transaction process is
monumental, but not insurmountable. With pedigrees
created using AuthentiGuard On-Demand, anyone in the
supply chain, from the manufacturer to the pharmacy can
verify authenticity. Unlike other methods that rely on
special papers, inks and complex authentication equipment
for protection, AuthentiGuard On-Demand can utilize
standard printers, papers and inks. Authentication is equally
simple and affordable, eliminating barriers to use and
resulting in a virtual network of protection. When
combined with serialization and keying, AuthentiGuard
On-Demand delivers unsurpassed protection for

pedigree documents.

Protect the Integrity of Your
Pedigree — and Your Business

Now, with AuthentiGuard On-Demand, you can easily
ensure the authenticity of printed pedigrees and greatly
enhance their fraud protection by:

ENSURING vital pedigree data is never altered: drug name;
dosage, container size/quantity; lot or control numbers; name
and address of parties to each prior transaction; & dates of

each previous transaction.

PREVENTING wholesalers from printing both electronic and
paper-based pedigrees to obtain more paper-based documents

than saleable products, and reselling counterfeit items.

SECURING pedigrees that rely on handwritten signatures,

which subject the document and drugs to risk of counterfeiting.

About AuthentiGuard On-Demand

AuthentiGuard On-Demand is a secure print technology developed jointly

Powerful Solution Features

e Patented anti-scan, anti-copy protection

* Inter-modal solution transfers easily between electronic and print
* Strong covert and visual deterrent

e Simple means of authentication and verification

* Layers easily onto existing security solutions

* Integrates with existing processes / non-disruptive

* Low cost of deployment

* Universal desktop and printer support, delivered on-demand

A Prescription for Better Business

By leveraging AuthentiGuard On-Demand to strengthen the
security and authentication of the drug pedigree in its printed
form, participants along the entire value chain can realize

significant benefits:

* Added layers of security/deterrent to potential
forgery attempts
e Compliance with PDMA and FDA regulatory requirements
* Reputation, brand and profit protection
® Protection from purchase or selling of stolen or
counterfeit goods
¢ Legal documentation in cases where fraud or forgery
are discovered
* Protection of consumers from risks of counterfeit drugs

* Increased consumer confidence in your brand and product

New York
28 East Main St., Suite 1525
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DOCUMENT SECURITY

Washington DC

by Document Security Systems (DSS), a world leader in the development
and implementation of anti-counterfeiting optical deterrent technologies,
and The Ergonomic Group (EGI), a comprehensive technology solutions
provider with deep information security expertise. AuthentiGuard
On-Demand can be used as part of a layered security initiative, or on
its own to help mitigate corporate risk and deter fraudulent activity.

Learn more at Authenticate-360.com

IThe Ergonomic

5335 Wisconsin Avenue NW
Suite 950
Washington, DC 20015

New York

191 Herricks Road

Garden City Park, NY 11040
Phone: (516) 746-7777



