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INDUSTRY FOCUS
LEGAL

Security breaches cost legal
firms an average of $182 per
compromised record, or

$48 million per event.

Gartner Group reports that
84% of high-cost security
incidents occur when insiders
send confidential information
outside the company.

“The prevalence of evidence
fabrication overall, nation-
wide ... is far greater than

anybody ever thought.”

- Nelson E. Roth
Barney, Grossman, Roth & Dubow

Maintaining Law & Order

Sensitive documents are the lifeblood of the legal profession. Whether in the courts, private
law offices, or corporate legal departments, the flow of confidential and/or private information
is an essential part of daily operations. Legal documents have the power to convict or acquit,
to make rich or make poor, and to change lives within an instant. Even with the transition to
electronic documentation, printed documents are still referenced as the “true” versions, and are

especially significant in court procedures.

The Fraud Loophole

While the American system of law is designed to protect everyday citizens, it cannot do its
job without protecting the sensitive documentation within its offices and courts. Specifically,
subpoenas and wills are two of the sensitive procedural documents highly at constant risk
of counterfeiting and fraud due to the power they have over money and guilt/innocence.

In the case of subpoenas, overzealous litigators have been found to force their points by
counterfeiting documents to fraudulently elicit evidence. Wills and estate trusts can be
manipulated to benefit anyone who touches the documents, even the probate attorneys that
create and help execute them. Grave misuses of these documents can lead to further crime

and innocent people being hurt.

The Solution

AuthentiGuard On-Demand™ is a sophisticated,
anti-counterfeiting security printing technology that can help
close the security gaps inherent to the legal system. With low
startup and operating costs derived from its ability to utilize

the dynamic delivery of comprehensive protection to highly
sensitive documents and other vital records.

AuthentiGuard On-Demand can be configured with
a number of print security technologies, including:

AuthentiGuard Prism™

A verification feature that embeds
hidden words or images that are only
revealed with an authenticating lens.

standard desktop and commercial printers, the solution allows

Pantograph 4000™

An anti-copy, anti-scan feature that
reveals hidden words or designs
when the document is photocopied
or scanned.



AUTHENTI GUARD

A Legal Obijection to
Counterfeiting and Fraud

AuthentiGuard On-Demand helps protect legal documents
by embedding layers of security when they are printed, as
well as retaining these features while transitioning between
electronic and print domains. Copy-proof patterns and
images serve as a visual deterrent to fraud, while hidden
data can be used to protect sensitive data and prove
document authenticity. Because it works with standard
printers, papers and inks, financial businesses can integrate
AuthentiGuard On-Demand into existing processes,

without complex deployments or business disruptions.

Licensed to Protect

AuthentiGuard On-Demand is applicable to many printed
materials throughout the legal industry, including:

Subpoenas

As a powerful instrument of the law, subpoenas are
vulnerable to all types of forgery and misuse, either for
financial or procedural gain. To ensure the integrity of the
evidentiary process, as well as protect the legal rights of
citizens, subpoena documents must be secured against
fraud. AuthentiGuard On-Demand provides a simple,
cost-effective way to ensure the authenticity and legality
of subpoenas, streamlining and protecting the collection of

evidence and testimony.

Wills & Trusts

Wills and trusts can be manipulated or forged to benefit

people in ways other than what was intended. Because of
the predominant involvement of the elderly (who are top
targets for exploitation) and the reliance on signatures as

security, wills and trusts need further protection of their

About AuthentiGuard On-Demand

AuthentiGuard On-Demand is a secure print technology developed jointly
by Document Security Systems (DSS), a world leader in the development
and implementation of anti-counterfeiting optical deterrent technologies,

and The Ergonomic Group (EGI), a comprehensive technology solutions

provider with deep information security expertise. AuthentiGuard
On-Demand can be used as part of a layered security initiative, or on
its own to help mitigate corporate risk and deter fraudulent activity.

Learn more at Authenticate-360.com

Powerful Solution Features

e Patented anti-scan, anti-copy protection
¢ Inter-modal solution transfers easily between
electronic and print
e Strong covert and visual deterrent
e Simple means of authentication and verification
* Layers easily onto existing security solutions
* Integrates with existing processes / non-disruptive
* Low cost of deployment
e Universal desktop and printer support, delivered on-demand

sensitive information. AuthentiGuard On-Demand provides
foundational protection to wills and trusts, embedding
security features within the printed documents to ensure their

authenticity throughout the lifecycle of their use.

Certified Benefits

By securing official and sensitive documents from ordinary
desktop printers, AuthentiGuard On-Demand offers protection
that goes beyond print. Legal practices in both the public and
private sectors can experience these powerful benefits:

* Strong visual deterrent to counterfeiting and forgery
* Mitigated risk from highest organizational levels to individuals
e Efficient transmission of security features for printing anywhere
* Easy to implement and non-disruptive to existing infrastructure
e Foundational technology that can be integrated into

layered security
e Customizable to specific process requirements
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