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A Very Public Problem
The United States government has, on all levels — Federal, State and Local — become  
an unwitting gateway to fraud through a serious lack of security in some of the most  
important printed materials it issues. Post-9/11 initiatives have focused primarily on  
immigration and travel documentation, but have still not done enough to protect ports  
and other avenues of illegal access/egress. 

Domestic programs have received even less attention, and continue to serve as platforms  
for crimes like identity theft, which affects millions of American citizens. Negligence in  
addressing these security issues not only results in losses throughout the American economy, 
but gaping vulnerabilities that terrorists, and other criminals, can easily exploit.

Identity Crisis

Government-issued documents are at high risk for counterfeiting and fraud, especially 
when they’re printed in a temporary form, like driver’s licenses, or lack a printing standard 
altogether, as with birth certificates. In the latter case, thousands of different agencies are 
responsible for printing a document that is used as a “breeder” by identity thieves looking to 
establish false identities. 

Nowhere are such problems more prevalent than at border crossings and ports. The Patriot Act, 
among other regulations, provides stringent rules for the checking of identity documents at such 
high-risk areas and requires strict compliance. In order for state and local governments to address 
Homeland Security stipulations, including the Patriot Act, they must be able to provide security 
measures for every official document and standardize the process in an easy and efficient manner. 

Currently, 6,422 entities 
(including states, counties,  
cities, and townships) issue  
birth certificates, creating  
multiple opportunities for fraud. 

From mid-2005 until mid-2006, 
Gartner reports that about  
15 million Americans  
were victims of fraud that stemmed 
from identity theft, an increase of 
more than 50 percent from the 
estimated 9.9 million in 2003.

“Just 12 percent of identity 
fraud cases occurred because 
the victim was active online, 
while 63 percent happened 
as the target used traditional 
channels.”

- Javelin Strategy & Research

AuthentiGuard Prism™
A verification feature that embeds 
hidden words or images that are only 
revealed with an authenticating lens. 

Pantograph 4000™
An anti-copy, anti-scan feature that  
reveals hidden words or designs 
�when the document is photocopied � 
or scanned.

..
..

..
..

..
..

..
..

..
..

..
..

..
..

..
..

..
..

..
..

..
..

..
..

..
..

..
..

..
..

..
..

..
..

..
..

..
..

.

Industries

Mf Genuine 
Parts

Gov Public 
Sector

Financial 
Services

PharmaTransportationGov Defense

Legal

Pharma Drug 
Pedigree

BankingRetail Real Estate

The Solution 
AuthentiGuard On-Demand™ is a sophisticated, anti-
counterfeiting security printing technology that can help close  
the security gaps within governmental document issuance.  
With low startup and operating costs derived from its ability to 
utilize standard desktop and commercial printers, the solution 
allows the dynamic delivery of comprehensive protection to  
highly sensitive documents and other vital records.  

AuthentiGuard On-Demand can be configured with a 
number of print security technologies, including:

•

•



Powerful Solution Features
• Patented anti-scan, anti-copy protection
• Inter-modal solution transfers easily between electronic and print
• Strong covert and visual deterrent
• Simple means of authentication and verification
• Layers easily onto existing security solutions
• Integrates with existing processes / non-disruptive
• Low cost of deployment
• Universal desktop and printer support, delivered on-demand
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Making a Federal Case  
of Print Security
Through its patented printing techniques, AuthentiGuard 
On-Demand enables the rapid creation of secure identity 
documents that can be verified by anyone, anywhere, at any 
time. AuthentiGuard On-Demand is an inexpensive means 
to create temporary materials like driver’s licenses or 
identity cards that can be nearly as secure as the permanent 
version. Sitting behind the firewall, the solution does not 
open security vulnerabilities while in process, and is able to 
be extended to multiple locations for mass issuance. Plus, 
because AuthentiGuard On-Demand works with standard 
office printers, it can be implemented at any government 
branch, without the need for large capital outlays or 
disruptive startup processes.

Licensed to Protect
AuthentiGuard On-Demand is applicable to many printed 
materials throughout government agencies, including: 

Temporary Driver’s Licenses
Temporary driver’s licenses lack the kinds of security  
features that are mandatory in permanent licenses. Authenti-
Guard On-Demand provides another layer of security that  
permanently protects these interim documents.

Birth Certificates
Birth certificates are generally used as “breeder” documents 
to gain other identity documents and to perpetuate fraud. 
Because so many entities issue birth certificates, it is  
imperative to safeguard these documents and assure their 
authenticity. AuthentiGuard On-Demand provides a cost- 
effective way to ensure that all birth certificates are genuine, 
and thus eliminate one avenue of fraud before it begins. 
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New York
28 East Main St., Suite 1525
Rochester, NY 14614

Washington DC
5335 Wisconsin Avenue NW
Suite 950
Washington, DC 20015 

New York
191 Herricks Road 
Garden City Park, NY 11040 
Phone: (516) 746-7777 
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Certified Benefits
By securing official and sensitive documents from desktop 
printers and digital presses, AuthentiGuard On-Demand  
offers protection that goes beyond print. All agencies  
and levels of the government can experience these  
powerful benefits:

• More secure printed identity materials 
• Mitigated risk from highest organizational levels to individuals
• Efficient transmission of security features for mass issuance  
• Foundational technology that can be integrated  

into layered security approach
• Customizable to specific process requirements
• Compliance with Patriot Act and other Homeland  

Security regulations 

About AuthentiGuard On-Demand
AuthentiGuard On-Demand is a secure print technology developed jointly  
by Document Security Systems (DSS), a world leader in the development  
and implementation of anti-counterfeiting optical deterrent technologies, 
and The Ergonomic Group (EGI), a comprehensive technology solutions 
provider with deep information security expertise. AuthentiGuard  
On-Demand can be used as part of a layered security initiative, or on  
its own to help mitigate corporate risk and deter fraudulent activity. 
Learn more at Authenticate-360.com


