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Insurance fraud losses
are estimated at

$27.6 billion annually.

During the past few years, the
number of fictitious instrument
fraud (FIF) schemes has increased
significantly, costing
defrauded investors
nearly $10 billion.

“There’s been explosive growth
in counterfeit personal and
business checks, cashier’s
checks and money orders in
the last few years, due in part
to new technologies and the
growth of the Internet for
transactions among strangers.”

- US. FDIC

The Solution

AuthentiGuard On-Demand™ is a sophisticated,
anti-counterfeiting printing solution that can help close

the security gaps that leave financial documents open to fraud
and unauthorized use. With low startup and operating costs

printers, the solution allows the dynamic delivery of
comprehensive protection to all types of financial documents.

AuthentiGuard On-Demand can be configured with
a number of print security technologies, including:

A Global Problem for Businesses and Consumers

While the financial services industry conducts business in a high-visibility, highly regulated
environment in the United States, it remains a venue for many types of fraud throughout the
world. Corporations that continue to expand globally are finding threats that rival the
domestic damages of $96 billion annually in increased premiums from insurance fraud and
the $49.3 billion that identity theft costs stateside businesses.

While most transactions and communications in the modern financial world are conducted
electronically, there are numerous printed documents that may be falsified for fraudulent
benefit, including bonds, cashier’s checks, letters of credit, account statements, insurance
applications and claim forms. Clients and managers need to know that transactions involving

these documents are secure at any time, and at whatever location they are doing business.

Securing Information in a World that Never Sleeps

While various steps have been taken to protect financial documents, such as the use of
specialized papers, inks and markings on high-value documents, these measures are often
complex, costly to implement and difficult to validate. For financial transaction and
communications documents, sensitive information contained may be vulnerable to
unauthorized viewing as well. Financial services businesses need a way to put the security
and validation of printed documents in their own hands and control, and to make

authentication simple across all transaction levels, time zones and languages.

AuthentiGuard Prism™

A verification feature that embeds
hidden words or images that are only
revealed with an authenticating lens.

based on its ability to utilize standard desktop and commercial

Pantograph 4000™

An anti-copy, anti-scan feature that
reveals hidden words or designs
when the document is photocopied
or scanned.
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Securing Documents,
Securing Dollars

Financial documents created using AuthentiGuard
On-Demand are not only protected when printed, but also
during the encryption process that takes place behind the
company’s firewall. Copy-proof patterns and images serve
as a visual deterrent to fraud, while hidden data can be used
to protect sensitive data and prove authenticity of the
document. Because it works with standard printers, papers
and inks, financial businesses can integrate AuthentiGuard
On-Demand into existing processes, without complex

deployments or business disruption.

Financial Industry Applications

|dentity Protection

Customers may face risks, and businesses significant
liabilities, when sensitive identity information is held or
transmitted in a wide variety of documents. Hiding key
identity information with AuthentiGuard On-Demand
provides an additional layer of security, and a covert means
of authenticating and validating such data by both customer

and institution.

Financial Instruments

Protecting financial instruments is crucial to ensuring their
long-term integrity and value. Beyond the special papers,
inks and seals used in financial instruments like bonds,
cashier checks, and money orders, AuthentiGuard
On-Demand uses obscured fields for the verification of key
document data such as dollar amounts, serial numbers and
dates — while authenticating the document’s source and

acting as a visual deterrent to counterfeiting attempts.

About AuthentiGuard On-Demand

AuthentiGuard On-Demand is a secure print technology developed jointly
by Document Security Systems (DSS), a world leader in the development
and implementation of anti-counterfeiting optical deterrent technologies,

and The Ergonomic Group (EGI), a comprehensive technology solutions

provider with deep information security expertise. AuthentiGuard
On-Demand can be used as part of a layered security initiative, or on
its own to help mitigate corporate risk and deter fraudulent activity.

Learn more at Authenticate-360.com

Powerful Solution Features

e Patented anti-scan, anti-copy protection

* Inter-modal solution transfers easily between electronic and print
* Strong covert and visual deterrent

e Simple means of authentication and verification

e Layers easily onto existing security solutions

* Integrates with existing processes / non-disruptive

* Resides behind the firewall for pre-print protection

e Universal desktop and printer support, delivered on-demand

Insurance Documents

Processes in the insurance business are often highly
paper-based, including applications, medical documentation,
claims, official policies and supporting documents. These
documents are often vulnerable both to fraudulent alteration,
and to criminal misuse of the sensitive personal identity

information that can be gleaned from them.

Protecting the Global Brand

By securing personal, proprietary and other sensitive
information from desktop printers and digital presses,
AuthentiGuard On-Demand strengthens the security and
simplifies the authentication process of sensitive documents,

to yield rich corporate benefits:

* Added layers of security

¢ Avoidance of overt and secondary financial losses to fraud
e Reputation and brand protection

e Strong deterrent to document alteration attempts

* Protection in transfer from print to electronic forms

e Enhanced customer loyalty
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