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Check forgery accounted

for $206 billion in losses
in 2006, which is up from
$12 billion in 1996 and

$5 billion in 1993.

The American Bankers
Association reports that
check fraud is growing

25 percent per year.

“Financial institutions that
choose to convert paper
checks to digital images
assume considerable risk

and liability.”

- Frank Abagnale

The Solution

all types of checks.

AuthentiGuard On-Demand™ is a sophisticated, anti-counterfeiting
printing technology that can help close the security gaps created by the
growing use of check imaging. With low startup and operating costs
based on its ability to utilize standard desktop and commercial printers,

AuthentiGuard On-Demand can be configured with a
number of print security technologies, including:

Fighting Check Fraud

With various forms of check fraud already on the rise, the trend toward check
imaging stands to have an even greater impact on the security of personal and
business banking. Most large banks already offer online check viewing and, with

the execution of the Check Clearing for the 21st Century Act (“Check 217), the
practice of truncating checks (converting them into images) will only grow. Though
check imaging will certainly contribute to cost savings and increased convenience for
customers and banks alike, the transformation presents significant risks to everyone
involved since these electronic “substitute checks” contain all of the printed version’s

sensitive information, with little, if any, of its security features.

Banking on Danger

The vulnerabilities inherent to check imaging are particularly troubling to businesses,
considering that recent changes in the Uniform Commercial Code (UCC) shift the
responsibility for check fraud losses from solely the bank to both the bank and its
customers. Truncating the paper trail and moving check images online, therefore, not
only affects banks and their part of the transactions, but also holds danger for payers
and payees. Information obtained from check images (including the account holder’s
signature) can be easily obtained and used to perpetrate offline check fraud as well.
To combat these security weaknesses that come with the convenience and speed of
check imaging, checks need to be produced in a way that retains their security in

the digital realm.

AuthentiGuard Prism™

A verification feature that embeds
hidden words or images that are only
revealed with an authenticating lens.

the solution allows the dynamic delivery of comprehensive protection to

Pantograph 4000™

An anti-copy, anti-scan feature that
reveals hidden words or designs
when the document is photocopied
or scanned.
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Security That Deters and Defends

Checks created using AuthentiGuard On-Demand are
uniquely designed to not only protect the paper check and
enable easy authentication, but to retain security features
while transitioning to the electronic domain. Would-be
fraudsters are visually deterred by copy-proof patterns and
images, while check imaging systems can reveal hidden data
that proves a check’s authenticity. And, because it works
with standard printers, papers and inks, businesses and
banks don’t need to rely on high cost, low visibility methods
like magnetic inks that may not be feasible for universal

deployment.

Protect Your Checks — In Any Form
With AuthentiGuard On-Demand, check issuers and banks

can easily secure the authenticity of checks and greatly

enhance fraud protection by:

ENSURING all sensitive information — including amounts,
account numbers and company information — to ensure checks

are never altered

CREATING dynamically protected check with hidden logos
or other visual marks of the business to prevent corporate

identity theft

SECURING checks as they are truncated, to ensure
protection while changing from print to electronic forms

and back again
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Powerful Solution Features

e Patented anti-scan, anti-copy protection

* Inter-modal solution transfers easily between electronic and print
* Strong covert and visual deterrent

e Simple means of authentication and verification

* Layers easily onto existing security solutions

* Integrates with existing processes / non-disruptive

* Low cost of deployment

* Universal desktop and printer support, delivered on-demand

A Check on Counterfeiting

By leveraging AuthentiGuard On-Demand to strengthen the
security and authentication of printed checks and check images,

both banks and businesses can realize significant benefits:

e Added layers of security

* Reputation, brand and profit protection

e Strong deterrent to potential forgery attempts

* Protection in transfer from print to electronic forms

¢ Legal documentation in cases where fraud or forgery
are discovered

* Enhanced customer |oyc|ty

New York

About AuthentiGuard On-Demand

AuthentiGuard On-Demand is a secure print technology developed jointly
by Document Security Systems (DSS), a world leader in the development
and implementation of anti-counterfeiting optical deterrent technologies,
and The Ergonomic Group (EGI), a comprehensive technology solutions
provider with deep information security expertise. AuthentiGuard
On-Demand can be used as part of a layered security initiative, or on

its own to help mitigate corporate risk and deter fraudulent activity.

Learn more at Authenticate-360.com
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